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By Louise Blake and Angela Urso, CIO / COO practice Leathwaite

Leathwaite attended a recent SASIG event, participating in a career panel
discussion which addressed ‘the long-term career path of the CISO,’
alongside industry professionals, independent consultants and other
executive search specialists.

A snapshot of the CISO role today
The growing threat of cyber-attacks as well as the
increasing sophistication of hackers means that for
many firms, hiring a Chief Information Security Officer
(CISO) with the right blend of strategic and technical
skills to protect their organisation is at the top of the
agenda.
Unlike some other C-suite positions, the CISO skillset is
viewed as highly transferrable across industries,
resulting in cross-sector moves between vastly different
businesses such as government bodies and global
banks.
However, the positioning of the CISO within an
organisation remains a hotly debated issue and varies
between organisations; should it be under the CRO,
CIO, COO or even sitting alongside these executives as
a peer?
Regardless of these organisational differences, the
increasing significance of the CISO position has created
an extremely active market, sometimes even described
as a ‘merry-go-round’ of market moves.
As a result, the role of the CISO has risen to take its
place at the boardroom table as a strategic, executive
level position alongside the rest of the C-suite.
With this in mind, how should today’s CISO equip
themselves to make this transition?
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// PERHAPS UNLIKE
SOME OTHER C-SUITE
POSITIONS, THE CISO
SKILLSET IS ALSO
VIEWED AS HIGHLY
TRANSFERRABLE
ACROSS INDUSTRIES,
RESULTING IN CROSSSECTOR MOVES
BETWEEN VASTLY
DIFFERENT BUSINESSES.

*PwC - The Global State of Information
Security Survey 2018

The evolution of the CISO
Historically, the CISO was positioned as a highly technical
and responsive mid-level infrastructure role, designed to
protect the business from external threats and changing
legislation, often appointed and shaped in accordance
with the individual requirements of the firm.
As a result, there was debate and frustration surrounding
how the role has sometimes failed to garner the respect
or credibility it deserves, which has been compounded by
the fragmented nature of professional bodies and
qualifications that could provide valuable external
accreditation for the role.
Yet, with an ever-increasing number of CISOs making their
ascendance to the C-suite, it is forcing the current
generation of CISOs to leave behind their technical roots
and become strategic, business-focused, proactive C-Suite
leaders.
It is this current evolution of the role that formed the topic
of SASIG’s most recent panel discussion, attended by
Leathwaite alongside a number of industry professionals,
independent consultants and other executive search
specialists operating in the space.
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// HISTORICALLY, THE
CISO WAS POSITIONED
AS A HIGHLY
TECHNICAL AND
RESPONSIVE MIDLEVEL
INFRASTRUCTURE
ROLE, DESIGNED TO
PROTECT THE
BUSINESS FROM
EXTERNAL THREATS.

Building the CISO of the future
So, what does the future hold? The panel debated a myriad of views regarding what the future CISO career
path could, or even should, look like.
There was much debate around how the CISO role will continue to evolve, and some expressed the view that
this is largely for information security professionals themselves to dictate and take control of. It was even
suggested that many businesses are still unsure of what it is they really want or need with regards to information
security, offering CISOs the chance to influence the evolution of their positions by offering guidance at the most
senior level.
It is increasingly acknowledged by industry professionals
that a much broader skillset than in-depth technical
knowledge will be required by CISOs going forward.
The CISOs of the future must be adaptable to change
and move away from a purely operational, reactive role
steeped in deep technical knowledge towards a more
strategic and business-focused approach.
The panel was in agreement that the increasing
popularity of cloud-based environments, as well as large
scale digital transformations across a range of industries,
will blur the line between technology and the business
further.
Many voiced the opinion that the ‘best’ emerging CISOs
are those that embed defence strategies into these
transformations from the outset, accepting that
businesses must take risks in order to grow and
succeed.
It was highlighted that those who are already operating
in this capacity often have more ‘rounded’ experience
and it was even suggested that the best CISOs have
operated in a consulting capacity at some point in their
career, acting as a strategic partner to the board.
The suggestion that this type of experience is essential
to the success of the role strongly divided opinion, but it
was agreed that CISOs must position themselves as a
trusted advisor to the business in order to enjoy
credibility and long-term success.
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// THE CISO OF THE
FUTURE MUST BE
ADAPTABLE TO CHANGE
AND MOVE AWAY FROM A
PURELY OPERATIONAL,
REACTIVE ROLE STEEPED
IN DEEP TECHNICAL
KNOWLEDGE TOWARDS A
MORE STRATEGIC AND
BUSINESS-FOCUSED
APPROACH.

Building the CISO of the future (continued)
During the course of the discussion, it became increasingly clear that cyber cannot be divorced from the
business and in order for CISOs to be recognised at the top table he or she must become a business leader first
and a technology expert second.
This requirement was further evidenced by a recent survey which identified that professionals viewed current
employees as the top source of security incidents (30%), with only 19% viewing third parties as the key source of
risk to the organisation. With this shift in the source of threats to organisations from external to internal, it will
become more important than ever for CISOs to integrate into the wider business and win the ‘hearts and minds’
of the organisations’ leaders.
In the course of the panel discussion as well as our
conversations with information security leaders more
broadly, it is clear that this is increasingly the case, with
CISOs taking an increasingly high-level, strategic approach
and bolstering the team beneath them with technical
specialists.

// IT WILL BECOME MORE
IMPORTANT THAN EVER
FOR CISOS TO INTEGRATE
INTO THE WIDER BUSINESS
AND WIN THE ‘HEARTS AND
MINDS’ OF THE
ORGANISATIONS’ LEADERS.

Equally, businesses across different sectors are seeking
information security leaders who are able to ‘speak the
language’ of the board.
However a survey by PwC (regarding the state of US
cybercrime) highlighted that 28% of respondents stated
that their senior security leaders still do not present to the
board at all. In addition, only 26% of CISOs in these
organisations present an annual update to the board,
clearly indicating that there is plenty of work still be to be
done in this area.
Subsequently, debate returned again to the view that the
variety of accrediting bodies and lack of a consistent
measure or ‘benchmark’ for technical skills is a cause of
frustration amongst industry professionals.
It was even argued that this has contributed to CISOs in
some organisations struggling to gain recognition from the
board and gain a seat at the top table. Moving away from
an insular, technical focus and gaining more mainstream
acceptance and understanding in the form of a recognised
industry standard can only serve to strengthen the CISO’s
position at the executive level.
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Building the CISO of the future (continued)
Whether the CISO role has been shaped by external demands, the ambitions of information security
professionals themselves or even a change in the way it is perceived by the business, was a constant issue for
debate amongst the panel.
Some held the opinion that all technology roles will
continue to become more business focused and that
as a result, moving between them will become more
fluid at the most senior level.
This could eventually lead to more CISOs moving into
business facing positions, such as CIO or CRO roles
going forward. It seems that the real focus for CISOs
on the rise should be positioning themselves as a
trusted advisor to the board and embedding
themselves within the business in order to gain a seat
at the top table. Once it is secured in its seat at the
top, the future shape of the CISO role will continue to
unfold.
As the role itself and the landscape of external threats
continues to evolve, there is no single, long-term
‘path’ for senior information security professionals to
follow. However, the future will certainly not be short
of possibilities for CISOs rising through the ranks.
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// THE FUTURE WILL
CERTAINLY NOT BE
SHORT OF
POSSIBILITIES FOR
CISOS RISING
THROUGH THE RANKS.

Nature and benefit of the SASIG membership:
The Security Awareness Special Interest Group (SASIG) is a subscription-free networking forum, whose aim is to
improve trust in the online environment. SASIG has long-established itself as a leading and credible voice of the
corporate sector in the great information assurance and cybersecurity debate. Its membership is drawn almost
exclusively from CSOs, CISOs, SIROs, DSOs and their staff with responsibility for security within their
organisations. Professionals from other disciplines (Risk, HR, legal, supply etc.) are also increasingly attending,
together with representatives from government and academia. SASIG is committed to advancing knowledge
within the security sector through presentations and debates at our events. We focus on the softer issues. We
run 35+ meetings each year, all free to attend. Members can develop their peer network, benchmark their
security practices, garner support material for their business case and advance their professional development.

Context on the event:
The SASIG workshop, "The role and career of the CISO" was held on Tuesday 8 May 2018 and kindly hosted by
Colt Technology Services at their Shoreditch headquarters. At this workshop, we discussed the relatively unique
nature of the CISO role. In response to the global increase in the size and impact of data breaches and the
sophistication of threat actors, it has evolved quickly and variously over the past few years
from a relatively narrow focus of IT security administration to high-level risk
management. Around it has emerged a fledgling and still-immature education
structure and career path for the cybersecurity professional. This workshop looked at
identifying and addressing the difficult challenges and unpalatable truths that
currently surround the role and career of the CISO. To find our more and apply for
SASIG membership, please click on the logo:
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